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Abstract 





Quality control is critical for all industrial processes, but often times defect detection is labor intensive. A novel approach to industrial 
defect detection is proposed using a Digital Noise Radar (DNR), coupled with Radio Frequency Distinct ative Attribute (RF-DNA)} 
fingerprinting processing algorithms to non-destructively interrogate microwave devices. The DNR is uniquely suitable since it uses an 
Ultra Wideband noise waveform as an active interrogation method that will not cause damage to sensitive microwave components. 
Additionally, it has been demonstrated that multiple DNRs can operate simultaneously in close proximity, allowing for significant 
parallelization of defect detection systems resulting in increased process throughput. Using this method, 100% sampling for quality 
control may be attainable in many cases. The ability to classify defective units from properly functioning units was demonstrated in [1] 
with potential applications including assembly line inspection of automotive collision avoidance systems, wireless or cellular antenna 
defect detection during manufacture, and phased array element defect detection prior to RF system assembly. However, prior research 
into active interrogation has been strictly empirical. This paper will develop an analytical model and simulation for interrogating a 
passively terminated antenna with an overall objective of improving classification performance through optimization of the 


interrogation signal bandwidth. 
References 


[1] M.W. Lukacs, A. Zequolari, P.J. Collins, and M.A. Temple, “RFDNA fingerprinting for antenna classification,’ Antennas and Wireless 
Propagation Letters, IEEE, vol. 14, pp. 1455-1458, 2015. 

[2] R.W. Klein, M.A. Temple, and M.J. Mendenhall, “Application of wavelet-based RF fingerprinting to enhance wireless network 
security,” Journal of Communications and Networks, vol. 11, no. 6, pp. 544-554, Dec 2009. 

[3] Angela Zeqolari, “Ultra-Wideband Radio Frequency Fingerprinting,” M.S. thesis, Air Force Institute of Technology, Dayton, OH, Mar. 
2014. 

[4] Donald. R. Reising, “Exploitation of RF-DNA for Device Classification and Verification Using GRLVQI Processing,” M.S. thesis, Air 
Force Institute of Technology, Dayton, OH, Dec. 2012. 

[5] M. T. Ludwig, “UHF Antenna Design for AFIT Random Noise Radar,” M.S. thesis, Air Force Institute of Technology, Dayton, OH, Mar. 
2012. 

[6] R. Duda, P Hart, and D. Stork, Pattern Classification, John Wiley & Sons, Inc. 

[7] John A. Priestly, “AFIT NoNet Enhancements: Software Model Developmetn and Optimization of Signal Processing Architecture,” 
M.S. thesis, Air Force Institute of Technology, Dayton, OH, Mar. 2011. 

[8] Joshua A. Hardin, “Information Encoding on a Pseudo Random Noise Radar,’ M.S. thesis, Air Force Institute of Technology, Dayton, 
OH, Mar. 2013. 

[9] Ashley L. Schmitt, “Radar Imaging with a Network of Digital Noise Radar Systems,” M.S. thesis, Air Force Institute of Technology, 
Dayton, OH, Mar. 2009. 

[10] R. Wilson and P. Collins, “Noise radar as an indoor navigation aide,” in Proceedings of the Antenna Measurement Techniques 
Association 35th Annual Symposium, Columbus, OH, Oct. 6-11 2013. 

[11] David Lynchi, Introduction to RF Stealth, Scitech Publishing, Inc., 2004. 

[12] W. Wiesbeck, G. Adamiuk, and C. Sturm, “Basic properties and design principles of uwb antennas,” Proceedings of the IEEE, vol. 
97, no. 2, pp. 372-385, Feb 2009. 

[13] A.H. Mohammadian, A. Rajkotia, and S.S. Soliman, “Characterization of uwb transmit-receive antenna system,” in Ultra Wideband 
Systems and Technologies, 2003 IEEE Conference on, Nov 2003, pp. 157—161. 

[14] A. Papio-Toda, W. Sorgel, J. Joubert, and W. Wiesbeck, “Uwb antenna transfer property characterization by fdtd simulations,” in 
Antennas, 2007. INICA “07. 2nd International ITG Conference on, March 2007, pp. 81-85. 

[15] M Di Benedetto, T. Kaiser, A. Molish, |. Oppermann, C. Politano, and D Porcino, UWB Communication Systems: A Comprehensive 
Overview, Hindawi Publishing Corporation, 2006. 

[16] Jari Linatti lam Opperman, Matti Hamalainen, UWB Theory and Applications, John Wiley & Sons, 2004. 

[17] James Taylor, Introduction to Ultra-Wideband Radar Systems, CRC Press, Inc., 1995. 

[18] Wen-Tao Wang, Ying Liu, Shu-Xi Gong, Yu-Jie Zhang, and Xing Wang, “Calculation of Antenna Mode Scattering Based on Method 
of Moments,” Progress in Electromagnetics Research Letters, vol. 15, pp. 117-126, 2010. 

[19] J. Timmermann T. Zwick, W. Wiesbeck, Ultra-wideband RF Systems Engineering, Cambridge University Press, New York, NY, 2013. 
[20] Sadasiva M Rao, Time Domain Electromagnetics, Elsevier, San Diego, CA, 1999. 

[21] H. Steyskal, “On the power absorbed and scattered by an antenna,’ Antennas and Propagation Magazine, IEEE, vol. 52, no. 6, pp. 
41-45, Dec 2010. 








Wernanione 


for ciel ic Research Methods and Application Technologies (FERMAT) 


WmMnosc 


nN! On ANnTeNnNNAS ANCL WNACIATION 


Device aT eT Using Stimulated *“*RF-DNA” Fingerprinting 


Mathew W. Lukacs, Peter J. Collins, Michael A. Temple 
The Air Force Institute of Technology, WPAFB, OH 45433 





Why an UWB Noise Signal? 


= Noise signal vice traditional time harmonic signal 


= Benefits include 
=" High noise immunity 
= Spectrally compliant 
= Low power signal 


= AFIT Digital Noise Radar 
= UWB (300-750 MHz) 
= 1.5 GS/s, 8-bit ADC 
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= Digital time-delay | m= 0, 
= Matlab Based Ry) = 
= Xcorr Correlation Function m), m <0 





[per Matlab FAQ] 





RF-DNA Fingerprinting 


= Unique device RF emissions analogous to human 
“fingerprints” 
"Three responses 
= Instantaneous Amplitude, a(n) 
= Instantaneous Phase, #(n) 
= Instantaneous Frequency, f(n) 





= Statistical Properties e Multiple User Defined Regions 
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=" Each “feature” is one response, one property, one region 


Ave as ef Pri a , SNR = 100 dB , 100 
. 17 Re 


=" RF-DNA visual representation isd Feat 


= Prints for 3 terminations 
(Open, Load and Short) 

= Colors represent average value for 
each statistic across 100 prints 
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Short 


= Correlation Response = Open Load 


1 device “burst” 
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Multiple Discriminant Analysis 


MDA Feature Selection 
Cis 1 


= Multiple Discriminant Analysis (MDA) 


m Each “class” is the different fingerprints 
the model is built with 


m Mapped Feature Space: 


Cls 3 


Cls 2 





m Max [Inter-Class] Distance (Means) 
m Min [Intra-Class] Spread (Variance) 
= MDA Feature Selection 
m Fingerprint (Fj ) > Projected Point (Pj) 
= Dimensional Reduction 
m Maximum Likelihood: ML 
Classification 
m Independent of Feature Selection 
= Model Data PDF as MultiVar Gaussian 
m Bayesian Decision Boundaries 
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Modified from “RF-DNA Classification Overview”, Dr. Michael Temple 
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Simulation Motivation 








m= Simulating interrogation signal bandwidth variations 
and effects on classification performance 


m Antenna Under Test (AUT) Configuration 
m Used in several prior documented scenarios: 


m Antenna Type: LPA vs. Vivaldi Antenna 
with different terminations 


m SNR Scaling: Variable Attenuator on Rx Antenna 
m Orientation: Load and Short Terminations 


= Termination Mismatch: Variable Attenuator 
between AUT and Termination 


m Phased Array Fault Identification 





Antenna Under Test 


Analytical Analysis 


Antenna EM Field to Voltage 
Relationship [1] 
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Antenna as a Spatio-Temporal 





ie Concept a Simulation Block Diagram 
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Final Simulation System Model 
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Simulation Results 
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MDA/ML Results 
TX/RX Ant BW = 375-750MHz 
Target Ant BW = 750KHz 
Noise Signal Fe=562MHz 


MDA/ML Results 
TX/RX Ant BW = 375-750MHz 
Target Ant BW = 750KHz 
Noise Signal Fe=600MHz 
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Classifier Performance for 4 broadband antennas with 
interrogation center freq of 562MHz (left) and 600 MHz (right) 


MDA/ML Results 
TX/RX Ant BW = 375-750MHz 
Target Ant BW = 150MHz 
Noise Signal Fe=600MHz 
4th Order Filter 


MDA/ML Results 
TX/RX Ant BW = 375-750MHz 
Target Ant BW = 750KHz 
Noise Signal Fe=600MHz 
10th Order Filter 
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Classifier Performance for 4 wideband antennas with center freq of 
600MHz and a 4" order filter approximation (left) vs 10° order (right) 


MDA/ML Results 
TX/RX Ant BW = 375-750MHz 
Target Ant BW = 375-750MHz 

Noise Signal Fe=562MHz 
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MDA/ML Performance for identifying various attenuator values as a 
function of interrogation signal bandwidth 


